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To enhance customer confidence, protect customer information, strengthen information security
management systems, bolster organizational cyber resilience, and foster sustainable development,
Axiomtek Company has implemented the ISO 27001:2022 standard. This initiative involves establishing a
dedicated cybersecurity organization and implementing appropriate management procedures to ensure
the confidentiality, integrity, and availability of the company's information assets. Additionally, there is a
strong emphasis on safeguarding user and customer data privacy, enhancing security measures,
improving system availability, and building trust.
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Implementing appropriate IT backup mechanisms and cloud backup solutions, scheduling regular

disaster recovery drills. In the event of unforeseen operational disruptions, the company can swiftly
restore operations, maintaining control within the defined target scope.
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Axiomtek ensures the continuous improvement and effectiveness of its crucial operational systems and
activities at both the headquarters and manufacturing facilities by obtaining regular third-party
cybersecurity certifications.

B ZEZHEK (Policy)
BZPHEADE - Continuous Security Protection
EEIEEEIFE - Persistent Risk Management

EZEHRIRFE - Assured Business Operations
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Axiomtek has established an Information Security Committee (IT Security Committee) responsible for
the planning, monitoring, and management of information security policies and systems. The committee
includes a dedicated Information Security Officer and personnel, tasked with collaborating with the
company's information technology and relevant units to enhance information security protection and
management mechanisms, See details below:
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Cyber Security Committes
CEO{ Infarmation security manager

1. Be responsible to the comprehensive security program
and stay impravement
2. Develop information security policy strategies based on external and internal information
security requirements.

e ME"',F'"E:.' Office 3_Approve information and product security procedures and provide resources.
L T G e i B 4. Supervise the actusl implementation of information and product security
1. Promote information security strategies and policies
2. Streng the security of nd increase the security
quality
3. Ensure the imp! p is i with the security policy

and regulation.
4. Perfarm information security and product security audits
5. Planning information security and product security education and training

Information Security Group al Security Group Product Security Group Security Compliance Team
Information security specialist ‘General Affairs/Factory Affairs/Warehous: SBU Legal/EDC

1.5etup the strategy and guidance regarded LOffice and factory personnel management 1.Set up the strategy and guidance regarded 1. Provide the legal compliance notices and

to IT security and stay improvement S”E contra - - - to Covered Device and stay improvement assist to set up related guidance

2.In charge to establish security process -Equipment an fa;9° safety control 4 25oftware supplier security management 2. Assist to response the security complaints

regarded to Covered Information 3. Security control of computer rooms an Sy e ety e gty from third party and coordinate internal

3. Implement the security measures being information storage equipment e e e divisions

e e T e S passclidepticationiondlanton 4_Ensure the product security pragrarn and 3.Ensure the security program regarded IT

4. Maintain the normal operation of counting process being taken in R&D team security and Product security conformed to
legal terms

information systems

Information Security Risk Assessment Team Information Security Operations Continuity Team Information Security Incident Response Team
MIS/MES/SAP/PE MIS/MES/SAP/PE MIS/MES/SAP,/PE/Affairs

1. Establish risk assessment procedures 1. Operational Impact Analysis 1Develop information security incident procedures

2. Risk assessment, processing and 2_Plan resources required for ongoing operations 2.Information security incident response

control 3. Develop operations continuity plan 3 Provide information technology

3.Coordinate risk owners and track risk. 4. Operations Continuity Plan Exercise 4.security vulnerability scanning and patching

treatment status

Axiomtek Co., Ltd.

8F, No.55, Nanxing Rd., Xizhi Dist., New Taipei City 221, Taiwan
TEL +886-2-8646-2111 FAX +886-2-8646-2555
www.axiomtek.com



W " AXIOMTEK

M - ELRIBEFIEIL (Operation mode)
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Axiomtek has established, implemented, maintained, and continuously improved an Information
Security Management System (ISMS) in accordance with the requirements of ISO/IEC 27001:2022. All
employees of the company will effectively implement and continuously improve the ISMS to ensure its
effectiveness. The processes involved in the Information Security Management System (ISMS) are based

on the Plan-Do-Check-Act (PDCA) model, as detailed in the diagram below.

Check

-Risk Control

-Information Security
Incident Management
-Compliance Verification
-Internal Audit
-Management Review
-Third-party External Audit

Action
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Engage external professional
vendors to conduct regular
vulnerability scans and patching
for core systems
(ERP/PLM/MES)
Action Plan
-Continuous Risk Improvement -Risk Analysis
-Establishing Goals and Plans Plan -Establish information security
-Regular Management Reviews policy
-Reviewing Information -Establish an information
Security Policies Axiomtek’s

- security organization

Do

-Risk identification
-Resource security training
-asset Management

After patching vulnerabilities,
have the external vendor re-
scan the core systems

(ERP/PLM/MES) to confirm the
effectiveness of the measures.

-Physical and environmental
security

-Operation and communication
security

Core Systems
“ERP”PLM”MES”

Recovery Exercise

-Access control and cryptography
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5 BENZZEEEMITER (Key Points in Information Security Management and
Implementation)

1. EBiZE2EE (Information Security Management)

2. EHZEBEREE (Information Security Policy Management)

3. EilZEAHBEIE (Information Security Organization Management)

4. ANEREZZEEIE(Human Resources Security Management)

5. EFMEEEBHE (Information Asset Management)

6. TFHUZEHIEIE(Access Control Management)

7. ZHEEIR(Password Management)

8. EBRHEIRIBELZETEI (Physical and Environmental Security Management)
9. TEXZEE T (Operation Security Management)

10. B ZZEEIE(Communication Security Management)

11. B RAER - b3S RAEES I (Information System Acquisition, Development, and
Maintenance Management)

12. HFEEREAEIE(Supplier Relationship Management)

13. EMZEEHEIE (Information Security Incident Management)
14. FEFIFEEIE (Business Continuity Management)

15. BEM(EEE)E E (Compliance Management)

16. BRI Z 2 EIE (Data Security Management)

17. 2B BB EIE (Change and Configuration Management)

18. EImARTEEIE (Cloud Service Management)

Axiomtek Co., Ltd.

8F, No.55, Nanxing Rd., Xizhi Dist., New Taipei City 221, Taiwan
TEL +886-2-8646-2111 FAX +886-2-8646-2555
www.axiomtek.com



W " AXIOMTEK

N BELXEHFEIBBEIEI (Information Security Incident Handling and Reporting)
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BiERF BRAEBEABEREEAEEBZEEN  AMEBREBERANE-—IHWVEREENR - FHGE
ZERoBEH NS HEASENTEAEREET -

Axiomtek has set up an Information Security Incident Response Center and associated procedures,
outlining processes for reporting incidents, assigning responsibilities, assessing losses, determining
response measures, evaluating potential impacts on financial and operational aspects, and

implementing necessary actions.
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